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Overview

The scope of this document is a high-level overview of the workflow between the NC
HealthConnex clinical portal and the NC Controlled Substances Reporting System
(CSRS) managed by the NC DHHS Division of Mental Health and hosted by Appriss
Health. This will enable NC HealthConnex users to view controlled substance reports
through the NC HealthConnex clinical portal.

User Experience

This integration will allow NC HealthConnex clinical portal users to access CSRS
reports within the clinical viewer. Portal users will be able to access CSRS reports for
patients within the clinical viewer.

Workflow

Accessing A Patient Through Their Clinical Record

1. A portal user with a CSRS role searches for a patient and requests to view a
patient record. As part of the patient search, a secondary request is
automatically sent to search the CSRS system.

riealthEanoex

My Account Logout Help

Clinician Tools

gement Home  PA/ Patient Search NC*Notify CSRS Report

EMR Id
Assigned By Recent Patient Searches
Last, First Sex boB
DEMO.JANE M F 1942-03-29

Last Name
First Name
Middie Name
Date of Birth

Search

2. User selects Patient to view patient record

Patient Search  Clinician Tools CSRS Report My Account Logout Help ' \CHe‘a!thCaneX

[
Identifiers Name GenderiDOB Address
¥ @ 100217038 4321 DEMO, JANE M F1842.05-28 123 UNKNOWN LN, RALEIGH NC 27565
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3. Once at the Patient View screen, navigate to the “CSRS Report” tab.

\(“Hea[thConnex n ools  NC Y CSRSReport My Account Logout Help

g 81

¥ view timeling

Summary

CSRS REPORT

0 certify that | have been approved by the State of NC to access information in
the controlled substance database. | certify that the patient anwhom | am
requesting information is a current or prospective patient of mine. | understand
inappropriate access or disclosure of this information is a violation of state law
and may result in civil penalties, disciplinary action by my licensing board andfor
revocation of database access privileges.

C5RS Report

Click button above to fetch report

CSRS Report

4. User clicks the CSRS Report tab and is presented with one of the following
screens:
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a. Access Granted:

_" \CHea!thconneX *afl CSRSReport My Account Logout Help

¥ view timeline

CSRS REPORT

L0 | certify that | have been approved by the State of NC to access information in
the contralled substance database. | certify that the patient onwham | am
requesting information is a current or prospective patient of mine. | understand
inappropriate access or disclosure of this infarmation is a vialation of state law
and may resultin civil penalties, disciplinary action by my licensing board andfor
revacation of database access privileges.

Click button above to fetch report

CSRS Report

b. Access Denied:

¥ view timeline

Summary

. CSRS REPORT
i NC HealthConney

Powering Health Care Qutcomes

You are not authorized to access the Controlled Substance Reporting System
(C5RS) through NC HealthConnex. Please click here far more information and
instructions on how to request access.

uments

CSRS Report

5. To initiate the process of retrieving a CSRS Report the user must:
a. First confirm that they want to access the CSRS Report. This is done by
checking the consent box, which will enable the CSRS Report button.
b. User will then need to click the CSRS Report button to fetch the report

for this patient.
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CSRS Report My Account  Logout Help

CSRS REPORT

N certify that | have been approved by the State of MC to access information in
the controlled substance database. | certify that the patient on whom | am
requesting information is a current or prospective patient of mine. | understand
inappropriate access or disclosure of this information is a violation of state law
and may result in civil penalties, disciplinary action by my licensing board andfor
revacation of database access privileges.

Click button above to fetch report

CSRS Report
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c. If the CSRS Report search returns an error, it will display within the
CSRS REPORT window. (See Appendix A for a list of errors)

Patient ¢ h 255 an N CSRS Report My Account Logout Help

CSRS REPORT

Wl | certify that | have been approved by the State of NC to access infarmation in
the controlled substance database. | cerify that the patient an whom [ am
requesting information is a current or prospective patient of mine. | understand
inappropriate access or disclosure of this infarmation is a violation of state law
and may resultin civil penalties, disciplinary action by my licensing board andfor
revocation of database access privileges.

CSRS Report

Error encountered searching for patient:
Patient response not found. Please try again later

CSRS Report

d. If the CSRS Report request prefetch was successful, retrieval of the
CSRS Report will be initiated.

e. If report retrieval returned an error in the response, it will display within
the CSRS REPORT window. (See Appendix B)
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f. If report retrieval was successful:
£ NC HealthConnex Patient

CSRS Report My Account Logout Help

¥ vigw timeline

Summary

CSRS REPORT

W) | certify that | have been approved by the State of NC to access infarmation in
the controlled substance database. | certify that the patient an wham [ am
requesting information is a current or prospective patient of mine. | understand
inapprapriate access ar disclosure of this infarmation is a violation of state law
and may result in civil penalties, disciplinary action by my licensing board andfor
revocation of database access privileges.

CSRS Report

Report found and opened in new window

Disclaimer: PMP Gateway, NARxCHECK, and NarxCare rely upon data provided by
state Prescription Monitoring Programs. You agree that you are solely responsible
for the medical decisions made using this information and agree to indemnify and
hold harmless, the providers of this service and the information for all claims
based on your use thereof. If you believe the information is incomplete, please log
CSRS Report into the state prescription monitoring program website to verify.

i. A message will display within the CSRS REPORT window stating:
“Report found and opened in new window”.

ii. The disclaimer information from CSRS will be displayed:
Disclaimer: PMP Gateway, NARxCHECK, and NarxCare rely upon
data provided by state Prescription Monitoring Programs. You
agree that you are solely responsible for the medical decisions
made using this information and agree to indemnify and hold
harmless, the providers of this service and the information for all
claims based on your use thereof. If you believe the information is
incomplete, please log into the state prescription monitoring
program website to verify.
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6. A new window will launch displaying the CSRS Report:
(i) NARxCare - Google Chrome = I:'-

@ Secure | https//gateway-ss-preppmp.appriss.com/vo 1/report link/3eft7710-a180-4474-944d-0e0800f8 14242/

— Menu

Mo prescription data is available fram your state PMP for this patient.

& Jane Demo, 78

roversney ¥ NarxCare™
Narx Report Resources

Date: 07/16/2020 Download PDF

Status of States Queried  View Details
© Jane Demo

@ Risk Indicators

NARX SCORES OVERDOSE RISK SCORE ADDITIONAL RISK INDICATORS (0 )

Narcotic Sedative Stimulant

000 000 000 (Rggggg)

Explanation and Guidance Explanation and Guidance Explanation and Guidance

This MarxCare report is based on search criteria supplied and the data entered by the dispensing pharmacy. For more information about any prescription, please contact the dispensing
pharmacy or the prescriber. NarxCare scores and reports are intended to aid, not replace, medical decision making. Mone of the information presented should be used as sole justification for
providing or refusing to provide medications. The information on this report is not warranted as accurate or complete

@ Graphs

RX GRAPH@ Narcotic Bugrenarphine Sedative Stirnulant Other

i. If there is an error with the Report Link an error message will be
displayed in the new window. (See Appendix C)

ii. To download the PDF report, click, “Download PDF” in the top
right-hand corner. The download toolbar with document will
display at the bottom of webpage.

7. If a user closes the popup window, they may view the report again using the
CSRS Report button. This will create a subsequent Report Request to CSRS.

Accessing Patients Without A Clinical Record

Note: Patients who have opted out of the HIE cannot opt out of CSRS pursuant
to state law and can be search through this method.

There may be instances in which a provider is searching for a patient that may not
have clinical records stored in the HIE. In this situation, a portal user may still
access the CSRS report for that patient by using the steps below:
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1. A portal user with a CSRS role selects the CSRS Report tab in the top menu.

Ha i

EMR Id

Assigned By Recent Patient Searches
Last, First Sex DoB
DEMO,JANE M F 1942-03.29

Last Name
First Name
Middle Name:

Date of Birth

2. User is presented with one of the following screens:
a. Access Granted:

By L1 o

CSRS Patient Search

“Note: Minimum search criteria is Last Name, First Name, DOB, and Zip Cede OR Phone #.

*Last Name *First Name Middle Name
[ I Il

*DOB (MM-DD-YYYY)

Sex
“Male ‘“'Female ‘“Other

Address Line 1 Address Line 2

[ I J

City State “Zin Code (5-digit)

[ I J

“Phone # (no spaces, dashes o special characters)

oo e

Click SEARCH 1o find a patient.

3. Access Denied:

NC HealthConney

* Powering Health Care Outcomes

You are not authorized to access the Controlled Substance Reporting System (CSRS) through NC HealthConnex. Please click here for
rmore information and instructions on how to request access

Back to Patient Search

4. User fills out the form, entering at least the following (minimum required
fields):
a. Last Name
b. First Name
c. Date of Birth
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d. Zip Code or Phone #

5. User clicks on the Search button.
a. If minimum required fields are not populated, the user will receive an
error message. (See Appendix D).

6. The CSRS screen will display a message “Searching for patient...”

HealthShare Management Home PAATools Patient Search  Clinician Tools NC*Nolify CSRS Report My Account  Logout Help 4 \fHeaHhconneX

CSRS Patient Search

“Note: Minimum search criteria is Last Name, First Name, DOB, and Zip Code OR Phone 1.

“Last Name *First Name Middle Name

|demo | jane il |

*DOB (MM-DD-YYYY)
05-11-2020 @

Sex
Male Female ' Otner

Address Line 1 Address Line 2

City state *Zip Code (5-digit)
[ [ v =34 |

*Phone # (no spaces, dashes or special characters)

Searching for Patient.

7. Once the patient search has completed, the response will be returned to the
CSRS screen.
a. If an error is returned the Error Message will be displayed. (See
Appendix A)

8. Once a patient has been found, the user can initiate the process of retrieving
the CSRS report by:
a. First confirming that they want to access the report from the CSRS. This
is done by checking the consent box, which will enable the CSRS Report
button.
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b. User will then need to click the CSRS Report button.

Search  Cli | \C Hﬁarl‘thgqnngx

CSRS Patient Search

*Note: Minimum search criteria is Last Name, First Name, DOB, and Zip Code OR Phone #.

*Last Name *First Name Middie Name
[pemo | ene I |

*DOB (MM-DD-YYYY)
05-11-2020 Q

Sex
Male Female '~Other

Address Line 1 Address Line 2

[ JI J

city State *ZIP Code (5.digit)

[ [ s \

“Phone # (no spaces, dashes or special characters)

Patient Found...
Neo prescription data is available from your state PMP for this patient.

) | certify that | have been approved by the State of NC to access information in the controlled substance database. | certify that the patient on whom | am reguesting information

is @ current or prospective patient of mine. | understand inappropriate access or disclosure of this information is 2 violation of state law and may result in civil penalties,
disciplinary action by my licensing hoard andfor revocation of database access privileges

Disclaimer: PMP Gateway, NARxCHECK, and NarxCare rely upon data provided by state Prescription Monitaring Programs. You agree that you are solely responsible far the
medical decisions made using this infarmation and agree to indemnify and hold harmless, the providers of this service and the information for all claims based on your use

9. The CSRS screen will display “Fetching Report...”

ML

CSRS Patient Search

*Note: Minimum search criteria is Last Name, First Name, DOB, and Zip Code OR Phone 1.

*Last Name *First Name Middle Name
gemo [jane I |

*DOB (MM-DD-YYYY)
05-11-2020 Q

Sex
Male Female ' 'Other

Address Line 1 Address Line 2

| Il J

City State “ZIP Code (5-digit)

\ [ izaes J

*Phone # (no spaces, dashes or special characters)

Patient Found
No prescription data is available from your state PMP for this patient.

¥ | certify that | have bheen approved by the State of NC to access information in the controlled substance database. | certify that the patient an whorm | am reguesting infarmation
i= a current or prospective patient of mine. | understand inappropriate access or disclosure of this information is a violation of state law and may result in civil penalties,
disciplinary action by my licensing hoard andfor revocation of database access privileges.

RS Rep

Disclaimer: PMP Gatewiay, NARxCHECHK, and MarxCare rely upon data provided by state Prescription Monitoring Programs . You agree that vou are solely responsible for the
medical decisions made using this information and agree to indemnify and hold harmless, the providers of this service and the information for all claims based on your use

10. If report retrieval returned an error in the response, it will display within the
CSRS screen. (See Appendix B)

1. If report retrieval was successful:
a. A message will display within the CSRS Report window stating: “Report
found and opened in new window”.
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Note: Pop-up blocker must be disabled.

NCHealthConnex

HealthShare Management Home PAATools Patient Search Clinician Tools NC*Noiify CSRS Repori My Account Logout Help

CSRS Patient Search

“Note: Minimum search criteria is Last Name, First Name, DOB, and Zip Code OR Phone ¥.

*Last Name *First Name Middle Name

demo |fane I |

*DOB (MM-DD-YYYY)
05-11-2020 0

sex
Male Female Other

Address Line 1 Address Line 2

[ I J

city State *Zip Code (5-digit)

\ A (EET \

*Phone # (no spaces, dashes or special characters)

Report found and opened in new window...

# | certify that | have been approved by the State of NC to access information in the controlled substance database. | certify that the patient on whom | am requesting information
is a current or prospective patient of mine. | understand inappropriate access or disclosure of this information is a violation of state law and may result in civil penalties,
disciplinary action by my licensing board and/or revocation of database access privileges

CSRS Report

Disclaimer: PMP Gateway, NARXCHECHK, and MNarxCare rely upon data provided by state Prescription Manitoring Programs. You agree that you are solely responsible for the
medical decisions made using this information and agree to indemnify and hold harmless, the providers of this service and the information for all claims based on your use

b. The disclaimer information from the CSRS will be displayed:
Disclaimer: PMP Gateway, NARxCHECK, and NarxCare rely upon data
provided by state Prescription Monitoring Programs. You agree that
you are solely responsible for the medical decisions made using this
information and agree to indemnify and hold harmless, the providers of
this service and the information for all claims based on your use thereof.
If you believe the information is incomplete, please log into the state
prescription monitoring program website to verify.

NC HealthConnex CSRS Quick Reference Guide Version 1.1 Page 13 of 18



c. A new window will launch displaying the CSRS Report:

k]

— Menu

& Jane Demo, 78

Narx Report Resources

NARxCare - Google Chrome
& Secure | https//gateway-ssl-prep.pmp.appriss.com/S_1/report link/2ef17710-2180-4474-9440-020860f21424#/

Mo prescription data is available from your state PMP for this patient.

rovwereany ¥ NarxCare™

Drate: 07/16/2020

Status of States Queried  View Detalls
© Jane Demo

@ Risk Indicators
NARX SCORES

Narcotic Sedative  Stimulant

000 000 000

@ Graphs

RX GRAPHO

Explanation and Guidance

OVERDOSE RISK SCORE

000

(Range 000-999)

This NarxCare report is based on search criteria supplied and the data entered by the dispensing pharmacy. For mare information about any prescription, please contact the dispensing
pharmacy or the prescriber. Nar<Care scores and reports are intended to aid, not replace, medical decision making. None of the information presented should be used as sole justification for
providing or refusing to provide medications. The information on this report is not warranted as accurate of complete

Narcotic

Download PDF

ADDITIONAL RISK INDICATORS (0 )

Explanation and Guidance Explanation and Guidance

Buprenarphine Sedative

Stirnulant

Qther

d. If there is an error with the Report Link an error message will be
displayed in the new window. (See Appendix C)

e. To download the PDF report, click, “Download PDF” in the top right-
hand corner. The download toolbar with document will display at the

bottom of webpage.

12. If a user closes the popup window, they may view the report again using the
CSRS Document button. This will create a subsequent Report Request to

CSRS.
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Appendix A - Patient Request Errors

400 - Bad Request

Request parsing error

Invalid xml request

401 - Unauthorized

Unauthorized

HTTP Custom Auth: Access denied.

5XX - Server Error

Internal Server Error
Service Unavailable

Gateway Timeout
Appendix B - Report Request Errors

400 - Bad Request

Request parsing error

Invalid xml request

401 - Unauthorized
Unauthorized

HTTP Custom Auth: Access denied.

403 - Forbidden

Report with id 1234567890 belongs to another user.

404 - Not Found

Report with id 1234567890 not found.

410 - Gone

Report with id 1234567890 has expired.
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5XX - Server Error
Internal Server Error
Service Unavailable

Gateway Timeout

Appendix C - Report Link Errors

404 - Not Found
No report found at that link.

Report Request not found

410 - Gone

Report has already been delivered. Report links can only be used once.

Report already delivered
Appendix D - Manual Patient Search Errors

localhost:57774 says

Minimum search criteria is Last Name, First Mame, DOE, and Zip Code
OR. Phone %,

P Missing:

Last Name and/for First Name
7 Date of Birth
- Zip Code or Phone #
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localhost:57774 says

hinimum search criteria is Last Mame, First Name, DOB, and Zip Code
QR Phone %,

D Missing:

Date of Birth
1 Zip Code or Phone #

localhost:57774 says

Minimum search criteria is Last Name, First Name, DOEB, and Zip Code
OF Phone #,

1 Missing:
Zip Code or Phone #

localhost:57774 says

hinimum search criteria is Last Mame, First Mame, DOE, and Zip Code
OR Phone #,

P Missing:
Vvalid 10 digit Phone #, Example: 5551234567
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localhost:57774 says

Minimum search criteria is Last Mame, First Name, DCB, and Zip Code
QR Phone #,

1 Missing:
Walid 5 digit Zip Code. Example: 12345
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